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Content

• Introduction: Why and how to anonymise your research data

• Presentation of two anonymisation tools: 

‒ scdMicro for tabular data

‒ QualiAnon for textual data

• Take home messages
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Definitions / Why

Personal Data:

FADP Art 5 a.: …. any information relating to an identified or identifiable 

natural person

FADP Art. 39 a.: the data are anonymised as soon as the purpose of 

processing permits

From: SR 235.1 - Federal Act of 25 September 2020 on D... | Fedlex

Anonymised data is not subject to data protection regulations anymore

https://www.fedlex.admin.ch/eli/cc/2022/491/en
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Definitions

Anonymisation:

HRA Art. 3 i.: Anonymised biological material and anonymised health-related 

data means biological material and health-related data which cannot 

(without disproportionate effort) be traced to a specific person

From SR 810.30 - Federal Act of 30 September 2011 on ... | Fedlex

https://www.fedlex.admin.ch/eli/cc/2013/617/en
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How to pseudonymise

Code list

Pseudonymised/coded data
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How to anonymise

No Code list

Anonymised data
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Questions? 
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Direct and indirect identifiers

Direct identifiers

Indirect identifiers

-> Should be removed / coded

-> «key variables», will be anonymised
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sdcMicro

• Statistical Disclosure Control (SDC) = microdata anonymisation

• Open Source, package for "r"

• Webbased GUI can be launched (sdcApp())

• Various examples and guides are available online 

• Developped by Matthias Templ et al. 
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Reference
sdcMicro

Templ M, Kowarik A, Meindl B (2015). “Statistical Disclosure Control for Micro-Data Using the 

R Package sdcMicro.” Journal of Statistical Software, 67(4), 1–36. doi:10.18637/jss.v067.i04.

https://doi.org/10.18637/jss.v067.i04
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Step 1: import data to "r" or GUI
sdcMicro GUI



Universität Bern, University Library of Bern, BernApril 29, 202513

Step 2: explore data
sdcMicro GUI
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Step 2: define key variables 
sdcMicro GUI
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Step 3: check summary
sdcMicro
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Step 4: anonymise data: suppression
sdcMicro
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Step 4: anonymise data: recode
sdcMicro
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Step 5: check success of anonymisation
sdcMicro



Universität Bern, University Library of Bern, BernApril 29, 202519

What to consider
sdcMicro

• Make sure, that your session protocol and new dataset are stored 

• With the GUI you can mostly undo only the last step

• Sample weights: if you have no sample weights, use k-anonymity

• Export the script from the GUI to be able to replicate your 

anonymisation steps
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Qualitative Text Data Anonymization

• Unstructured or semi-structured data (e.g., interview transcripts, 

focus group notes)

• Requires context-sensitive anonymization, such as 

pseudonymization, redaction, and substitution

• Aims to preserve the meaning and context of the data for research 

purposes

• Involves identifying personal identifiers and sensitive content in 

textual data (names, locations, etc.)
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Reference
QualiAnon

Tom Nicolai, Kati Mozygemba, Susanne Kretzer, Betina Hollstein, Egor Gordeev (2025): QualiAnon -

Qualiservice tool for anonymizing text data (version 1.5.0). Qualiservice. University of Bremen. 

Software available at: https://github.com/pangaea-data-publisher/qualianon

https://github.com/pangaea-data-publisher/qualianon
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QualiAnon

• Semi-automated tool for anonymizing/pseudonymizing text data

• Tailored for qualitative data such as interviews and focus group 

transcripts.

• Supports the concept of “Flexible Anonymization” 

• Open source; available for download on GitHub

• Developed by the Research Data Center Qualiservice
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Step 1: install and access the tool
QualiAnon
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Step 2: New Project & import documents
QualiAnon

Screenshots: Text used for illustrating workflow: Worksheet 17 from the Train-the-Trainer Concept:
Biernacka, K., Castillo Upiachihua, C. B., Dockhorn, R., Engelhardt, C., Grunwald-Eckhardt, L., Helbig, K., Jacob, J., Kalová, T., Karsten, A., Meier, K., 
Mühlichen, A., Neumann, J., Petersen, B., Scherreiks, P., Slowig, B., Trautwein-Bruns, U., Wilbrandt, J., & Wiljes, C. (2024). Train-the-Trainer Concept on 
Research Data Management (5.1) [Computer software]. Zenodo. https://doi.org/10.5281/zenodo.13927614

https://doi.org/10.5281/zenodo.13927614
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Step 3: define categories 
QualiAnon

Text used for illustration from Worksheet 17:Biernacka, K., Castillo Upiachihua, C. B., Dockhorn, R., Engelhardt, 

C., Grunwald-Eckhardt, L., Helbig, K., Jacob, J., Kalová, T., Karsten, A., Meier, K., Mühlichen, A., Neumann, J., 

Petersen, B., Scherreiks, P., Slowig, B., Trautwein-Bruns, U., Wilbrandt, J., & Wiljes, C. (2024). Train-the-Trainer 

Concept on Research Data Management (5.1) [Computer software]. 

Zenodo. https://doi.org/10.5281/zenodo.13927614

https://doi.org/10.5281/zenodo.13927614
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Step 3: define categories - lists
QualiAnon
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Step 3: define categories - lists
QualiAnon
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Step 4: manually anonymise data
QualiAnon
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Step 4: manually anonymise data
QualiAnon
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Step 4: manually anonymise data
QualiAnon
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Step 5: export 
QualiAnon
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Step 5: export 
QualiAnon
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Step 5: export - folders
QualiAnon
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Take home messages

• Choose the right tool for your data type

• Invest time in Learning

• Understand the Trade-Off 

• Conduct a Risk Assessment (see FADP Art 5 c.:sensitive personal 

data)

https://www.fedlex.admin.ch/eli/cc/2022/491/en#art_5
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Questions? 
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Save the date - Research Data Day

Topic: Protect your data

When: 18 November, 9:15 – 15:00

Where: UniS

What: Input lecture and workshops on secure data handling

Target group: Researchers from all disciplines

Registration: Opening soon
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Service and Support

Website: Research Data Management Support

Newsletter: http://www.unibe.ch/ub/osnews

E-Mail: researchdata@unibe.ch

https://www.ub.unibe.ch/services/open_science/research_data_management/index_eng.html
http://www.unibe.ch/ub/osnews
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Thank you!
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Christine Krebs

E-Mail: christine.r.krebs@unibe.ch

Data Steward for Human Sciences

Contact

Jennifer Morger

E-Mail: jennifer.morger@unibe.ch

Data Steward for Business, Economics, 

Social Science
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